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4. The voting system of claim 1, wherein the vote iden-
tification is a random alphanumeric string for tracking the
instance of a vote.
5. The voting system of claim 1, wherein the electronic
signature is an object bitmap created within a voting appli-
cation on the user operated mobile computing device.
6. The voting system of claim 1, wherein the election
identifier identifies a particular election.
7. The voting system of claim 1, wherein the blockchain
access layer is further configured to receive a voter identi-
fication from the user operated mobile computing device,
the voter identification identifying a unique user registered
with the election official system.
8. The voting system of claim 1, further comprising a
verification contract database, and wherein the blockchain
access layer comprises a verification service module,
wherein the verification service module is configured gen-
erate a hash of the ballot selections and the electronic
signature received in the blockchain access layer, and to
send the hash of the ballot selections and the electronic
signature to the verification contract database.
9. The voting system of claim 8, wherein the blockchain
access layer is further configured to send the hash of the
ballot selections and the electronic signature to the user
operated mobile computing device or to the election official
system.
10. The voting system of claim 1, wherein the computer
readable code includes at least one of a ballot identifier, an
election identifier, and a voter identifier, and wherein the
blockchain access layer authorizes the mobile computing
device access to an electronic ballot based on the ballot
identifier, election identifier, or the voter identifier.
11. A voting method comprising:
receiving, in a blockchain access layer, input from a user
operated mobile computing device, the input compris-
ing a computer readable code scanned from a physical
ballot, ballot selections, and an electronic signature;

receiving input from an election official system, the input
comprising a ballot and an election identifier;

receiving, in a first database, the ballot selections and the
electronic signature from the blockchain access layer;

receiving, in a second database, a vote identification from
the blockchain access layer, the vote identification
generated by the blockchain access layer in response to
receiving the ballot selections and electronic signature
from the mobile computing device;

storing, in the second database, a first pointer pointing to

a location of the ballot selections in the first database;
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storing, in the second database, a second pointer pointing
to a location of the electronic signature in the first
database; and

receiving, from the election official system, confirmation

of the electronic signature;

transmitting, to a blockchain database, the vote identifi-

cation from the second database and the ballot selec-
tions corresponding to the vote identification based on
the first pointer; and

storing, in the blockchain database, the ballot selections.

12. The voting method of claim 11, wherein storing the
ballot selections and the electronic signatures in the first
database comprises storing the ballot selections and the
electronic signature in separate structures in the first data-
base.

13. The voting method of claim 12, wherein the first
database has no referential data associating the ballot selec-
tions with the electronic signatures stored in the separate
structures in the first database.

14. The voting method of claim 11, wherein the vote
identification is a random alphanumeric string for tracking
an instance of the ballot selection.

15. The voting method of claim 11, wherein the electronic
signature is an object bitmap created within a voting appli-
cation on the user operated mobile computing device.

16. The voting method of claim 11, wherein the election
identifier identifies a particular election.

17. The voting method of claim 11, the method further
comprising, receiving, from the user operated mobile com-
puting device, a voter identification, the voter identification
identifying a unique user registered with the election official
system.

18. The voting method of claim 11, further comprising
generating:

in a verification service module, a hash of the ballot

selections and the electronic signature received in the
blockchain access layer; and

sending the hash of the ballot selections and the electronic

signature to the verification contract database.

19. The voting method of claim 18, further comprising,
sending the stored hash of the ballot selections and the
electronic signature to the user operated mobile computing
device or to the election official system.

20. The voting method of claim 11, further comprising,
authorizing, in the blockchain access layer, access to an
electronic ballot based on the received computer readable
code.



